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 Overview of Medical Telemetry Infrastructure 

Telemetry Spam 
• Problem 

 Fake messages flood the network 

Dead Battery 

Compromised Infrastructure Patient Privacy Invasion 

• Problems 
 Queries drain a device’s battery 
 Nearby devices can accidentally interfere  

• Significance 
 Battery replacement may require surgery 
 Possible death 

• Problems 
 Wireless devices are loquacious 
 Third party can eavesdrop 

• Significance 
 Loss of privacy 
 Discrimination 
 Tracking 

• Problems 
 Vulnerabilities in various parts of the system 
 Insider attacks 
 Accidental disclosures  

• Significance 
 Loss of data 
 System downtime 

Potential Countermeasures 

• RFID access control proxy device 
• Energy-aware cryptography 
• Modify communication protocols  
• Tracking countermeasures from RFID 

• Intrusion detection and tolerant systems 
• Anti-discrimination legislation  
• Physical security measures 

• Problem Area  
 Threats to the security of a medical telemetry 
infrastructure 
 Vital effects of the threats 

• Future Research  
 Detection and prevention of the threats 

• Research Challenges 
 Resource constraints 
 Wireless communication 
 Resource replacement for implantable devices 
 Environment of the devices 

• Significance 
 Prevents timely 
patient care 
 False emergencies 


