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Abstract 0

Power analysis attacks keep threatening the security and privacy of CMOS cryptosystems A
in Smartcards and RFIDs. With the scaling down of supply voltage and CMOS technology
below 90nm, leakage power plays an increasing role in the overall power dissipation.
Accordingly, sub-90nm CMOS cryptosystems with conventional power-attack-resistant
abilities may be vulnerable to a novel leakage-based differential power analysis (LDPA).
We have demonstrated the feasibility of LDPA by SPICE simulation, and we are exploring
several MOS logic styles to tolerate both DPA and LDPA attacks.
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