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ABSTRACT
EVALUATING A NEW MAC FOR CURRENT AND NEXT GENERATION RFID
FEBRUARY 2010
SERGE ZHILYAEV
B.S., UNIVERSITY OFMASSACHUSETTSAMHERST
M.SE.C.E, UNIVERSITY OF MASSACHUSETTS AMHERST

Directed by: Professor Wayne Burleson

Pervasive computing is an emerging technology in which inexpensive devices are
used in a variety of applications which include authentication, identification, and micro
payments. Thesgystems need protection from malicious users but often are too constrained
for traditional security algorithms. As a result, new algorithms dubbed lightweight have been
proposed. We evaluate one such algorittaetied SQUASH [1] and propose changes that
reduce both area and latenc®ur proposed changes take advantage of the underlying
squaring operation in SQUASH. We also show that aggressive over minimization of the
adder in [] results in the addition of an auxiliary register that is used to store ttateost
of which is much greater than a more complex adder. By wastliflerent adder architecture
and taking advantage of the associative property of addition, we can eliminate the auxiliary
register and decrease latency; resulting in an area redwftib/ % and a latency reduction
of 50 %.

To reduce area and latency further, we propose a new variant which we call permuted

Vi



SQUASH (PSQUASH). The new variant eliminates the duplicate NLFSR found in
SQUASH by using a static permutation to reorder thé=8R output before the squaring
operation. PSQUASH retains the formal proof of security of SQUASItiIs significantly
smaller. The smallest configuration of PSQUASH is synthesized in 1624 GE (gate
equivalents). While our proposed changes to the harséwanplementation oPSQUASH

offer a sizable improvement over published work in both area and latency, the design may
still be prohibitive for some applicatiomsainly due to relatively high latencyhe small size

of PSQUASH still makes the hardware appattractive when latenag notan issue; for
example PSQUASH can be a good fit for access control or authentic replacement parts.

Adi Shamir proposes that SQUASH may be best suited for next generation RFID tags
because it can be scaled to arbitrargcmsion. We explore SQUASH on an embedded
platform and show that the benefit of a wider ALU is negated by the inefficiency of NLFSR
shifts in software. We provide a method to sekegartial product ordering to minimize

NLFSR shiftsfor any SQUASH conuration.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

Radio frequency identification (RFID) tags are highly constrained devices capable of
limited computation. As the name suggests, a common purpose of these devicesvglé pro
identification. For exampleklectronic Product Code (EPQ2] Ultra High Frequency (UHF)

RFID tags may replace the barcode or Universal Product Code (UPC). While the familiar
barcode is still on consumer products, RFID integration into retailssterevident with Wal

Mart s adoption of RFI D 3s YREID tagnare ditenrembeddedennt or y
credit cards and other payment methdike micro payment cards. They are used in access

cards passports, and can be implanted into arsrf@l tracking. RFID tags for medical supplies

can save lives by reducing human error in hospigaldRFID tags can be an effective tool in the

fight against counterfeitingMany exciting applications have been proposed for these devices

and this techology continues to expand its impact on our lives.

Unit cost per tag is a major consideration for RFID tags because some applications need
low cost tags to be feasible. Cost may be a secondary consideration in passports or credit cards
because security garamount and these devices may pass that cost on to the consumer without
much concern. In an application like product tagging, cost is paramount, and the cost per tag
needs to be loywotherwise, the benefits of RFID are outweighed by the cost. SedrAHY
tags and providing privacy in consumer applicatjomisile limiting cost per taghas been the

focus of much academic work. Due to the constraints on memory, power consumption, and



amount of logic on RFID devices, standard cryptographic primitiveotien unsuitable. This
has led to a new class of cryptographic primitives and protocols that have been dubbed
lightweight cryptowhich are designed with resource constraints in mind

Some of the first lightweight crypto work reduced the size and poamsumption of
standard algorithms like AES or DES by serialization or other techniguég. [ Works like
PRESENT §] and the steam cipher competition eSTREAR ook lightweight cryptography
further by designing new ciphers foesourceconstrained evices. Lightweight message
authentication codes (MACYHr authentication schemes in genghalve not received as much
attention as symmetric cipheralthough, 8ing symmetric ciphers for authentication has been
proposed 4]. The HB protocol and its vents[8, 9, 10, 11], which are based on ths®lving
parity with noise problemare a lightweight authentication scheme but hesrseraldrawbacks
[1]. A recent proposal called SQUASH][is a simple challenge response MAC for RFID.
SQUASH focuses on pviding authentication and does roeserve privacy; howeveit does

not require a source of randomness on the tag or a heavy computationally load on the backend.

1.2 SQUASH for RFID

SQUASH has several advantagasd one big disadvantage over otherhauntication
methods for RFID. Many lightweight authentication methods that have been proposed are only
resistant against aapsive adversary. dive attacks against the HB schemes ] 13] have
exposed vulnerabilities Many of the proposed methodkifs computational workload to a
backend server, which can expose them to a man in the middle at#ck Mlany RFID
authentication schemes are tailored toghpply chain applications which can expect to have a

centralized system with backend serverpgar however, e backend server requirement itself



can be a disadvantage because it may nqgprhaetical or everavailable for all applications.
While SQUASH requires a shared secret between the reader and key, it does not require a
backend server to germ calculations or exhaustive searches.

SQUASH does not require the tag to generate any randomRii tags generally do
not have a true random number generator (TRNG) and many authentication protocols require a
large number of high quality randdoits. Random number generators on RFID tags are usually
weak pseudorandom stream generators whose purpose is for collision avoidance in the
communication protocol. This means that if an authentication scheme needs TRNG, it must be
added to the tag.

SQUASH does have two major drawbacks which are higher area and potentially higher
latency. Without going into details, the SQUASH architecture is much more complex than other
lightweight RFID authentication schemes. Other authentication schemes shift {hetaoonal
load onto a backend server, which minimizes the resources required by the tag. SQUASH can be
deployed without backend server support but this requires greater tag resoloéke
probabilistic authentication schemesch asHB, which requiremultiple queries to the tag,
SQUASH only requires a single query; however the response takes thousands of cycles for the
SQUASH designs explored irn%, which is a major drawback. Thikesis evaluates and

improves SQUASH for current and next generai#fiD by reducingarea and latency.

1.3 RFID Tags and Related Resource Constrained Devices
In this thesis we use RFID amesource constrained deviggterchangeably. This work
can apply to any resource constrained device but sometimes we focus on REIDelieve

these devices are especially positioned to become the dominant resource constrained device



deployed in the future.Some general classes of RFID tags and other resource constrained

devices are briefly described in this section.

Low Frequency(LF) tags operate in thE25 134.2 kHz and 140.48.5 kHz

range andvork by inductivecoupling

High Frequency(HF) tags (13.56/Hz) also use inductive coupling.

Ultra-High Frequency(UHF) tags operate in the 88&8MHz range; and
unlike LF or HF tags, HF tags use backscatter to communicate with the reader.
They also have increaseead range but can be unreliable in certain environments

because the signal may be reflected by metal objects or absorbed by water.

Microwavetags further increase read rangpowever these tags are almost
exclusively battery assisted. Automobile toll collection is a common application

for these tags.

Passivde ags do not have a battery; instead the

radio signal.

Active tagshave a batteryyvhich increases the read range and capability of these

devices over their passive counterparts, but drives up costs.



Contactless Smartcarddo not use a wireless channel for communication.

Physical contact is required to communicate with the device.

1.4 Thesis Outline

A SQUASH implementation on FPGA was publishedlif] which concluded that while
SQUASH consumed a large area, an ASIC implementation may be more competitive. In this
thesis we synthesize SQUASH as an ASIC implementation. We findntheddition to its
inherent high latency, SQUASKonsumes more area than other lightweight primitives. In
chapter two weintroduce SQUASH andhow thatit can be improved by optimizing for
squaring In chapter three we propose a new variant we call PS@IJASBIch achieves further
reduction in area and latency. Chapter four explores SQUASH on embedded microprocessors.

The final chaptedraws conclusions ardiscusses the practical applications of SQUASH.



CHAPTER 2

A NEW MAC FOR RFID

2.1 Introduction

Same applications require the ability to authenticate a RFID tag. -cduinterfeiting
t a gnais task is to authenticate a puotj for example, a cell phone replacement battery can
benefit from an amicounterfeiting tag If the cost of the tag is minimak cell phone
manufacture can embed a tag into the battery and be able to detect if a replacement battery is
authentic. Since replacement parts are often a significant portion of revenue, the manufacturer
can ensure its own battery is used by deteatimgmp et i t or s6 batteri es an
than its own product Anti-counterfeiting for replacement parts or to authenticate brand names
are one applicatigrothersinclude access cardsassports, and micro payment cards.

There are a multitude okisting applicationswhich require the ability to authenticate a
tag and new applicationgalikely to emergehoweverthere are few authentication schemes for
RFI D. A new proposahASHBQUBEH Ad]ris aBcBalduger e |
response MAJor RFID. SQUASH does not require a source of randomness on the tag and is
scalable to arbitrary word size. Unlike other authentication schemes SQUASH has a formal

proof of security 1].

2.2 A New MAC for RFID
SQUASH [1] is a challengaesponse MAC proosed by Adi Shamir.The idea behind

SQUASH is to create a hash function that is not necessarily collision redisteatise collision



resistance is costly. This makes SQUASH unsuitable for digital signatures but it is still an
effective challengeespose MAC [1]. SQUASH does not require the tag to produce any
random bits unlike the HB authentication scheme or its varj@n® 10, 11], and has a formal

proof of security based on Rablf.nGi#en pshdrddi ¢ ke
secretS between the reader and tag, and a random challRrfigen the reader; the tag returns

[ mod nl;i +1 i wheren is of the form 2 - 1, mis ak - 1 bit value generated by a ndinear

feedback shift register (NLFSReeded withR xor $, i is the closen Isb of the hash output, and

| is the chosen hash length which can be 32, 64, or 128 bits.

Figure 1: SQUASH is simple challengeesponse.

At the heart of SQUASH is the well studied Rabin crypttmyswhich provides th one
way property used to hide the sec&t This may seem unlikely at first since modular
exponentiation is computationally expensive, and a poor choice for the resource constrained
RFID. In addition to being computationally exgere, the recommended bit length for the
modulusn is at least 1024 bits; this number alone is beyond the storage capacity of most RFID
tags. To tailor SQUASH to RFID, several key adjustments are made which allow SQUASH to
keep the formal proof of secury of Rabi ndés cryptosystem whil e
RFID.

First, do not store the modulus instead, use a Mersenne number liR&2 1. [1]

proposes several suitable moduli. Using a Mersenne nuslibenates the need to stoneand



simplifies the modular operatiobecaus€® = 1 modn whenn = 2¢-1 e.g.whenn = 2-1, n? =

my * 2+ mp thenn?® = my + m, modn. Second, use a subsetof n? mod n as hash output
from the center of. This can be closely approximated by computirgheto sixteen guard bits

[1]. The exactarry in would require the entire result of but [1] argues that approximating

the carry with eight to sixteen guard bits is sufficient to be indistinguishable from the exact

result. Finally generat@on the fly using a NLFSR. Summarizing the key points:

A Do not store modulus, instead use a Mersenne number lik€2 1
A Output a subset aff modn as hash ofn

A Generatan on the fly using a reversible ndinear feedback register

SQUASH can be computed ugirsuccessive convolutions. To compthety-two bit
length SQUASH with n =277~ 1 [1] proposes the following algorithm:

Algorithm 1: SQUASH using successive convolutiond].
a. Setj =600 and seatarry=0

b. Computecarry = carry + m, * M.y moa for v=0,1,...,1276
c. Setc = Isb(carry), carry = rightshiftcarry)

d. Repeat steplsandc 48 times, and output the 32 biigs7 . 616]

2.3 Sequence Generators

SQUASH uses a sequence generator to expand a seed into a larger sequence that is then
used asnin ¢ = n¥ modn. One of the mostimple sequence generators is a linear feedback shift
register LFSR) show in figure2. A LFSR can be constructed using a maximal polynomial which

will iterate through all 2- 1 states (whera is the width of the LFSR) exadliing the zero state.



The design of a LFSR is minimal and only consists of exclusivgates at the taps (which are

the positions where the feedback polynomial coefficients are non zero.) While a LFSR meets the
desired criteria of minimal hardware, ig not a good candidate for SQUASH because the
sequence produced is linealhe authors in17] show that SQUASH can be broken when a

linear sequence generator is used; therefore, SQUASH usedine@rsequence generator.

/—,
L

T\ Yy T /TSN

N> = YO

A 4
A 4

Figure 2: A linear (left) and non-linear (right) feedback shift register.

The suggested NLFSR for SQUASH is the +ioear portion of the Grain steam cipher
[18]. The feedback function is a sum modulo two of a linear and a quadratic bent function with

the following feedback polynomia(x):
g(X)= 1+ X‘L7 + X20+ X28+ X35 + X43 + X47 + X52 + X59 + X65 + X71 + XBO + X17X20+ X43X47 + X65X71
+ X20X28X35 + X47X52X59 + X17X35X52X71 + X20X28X43X47 + X17X20X59X65 + X17X20X28X35X43

+ X47X52X59X65X7l + X28X35X43X47X52X59

2.4 SQUASH Architecture Using Successive Convolutions

A hardware SQUASH implementation using Algorithm (1) must address the modular
operation on theosition of the NLFSR. While a single copy of the NLFSR is sufficient
produce the sequence: at least two NLFSR copiesre required because the multiplier and

multiplicand arg on averagé k/2 shifts aparandmis not stored in memory. Using two copies



of NLFSR state addresses thpatial difference between the mudtier and multiplicand but

does not solve the modular position issue. Figuitkistrates NLFSR positiothrough several
convolutions. NLFSR1 generates the multiplicand value which cycles from {a].inclusive.
NLFSR2 generates the multiplier wh wraps around from the zero position to thek - 1
position. This wrap around, or modular operation on the NLFSR position, results in cycles

dedicated to aligning the NLFSR to the proper position which welgliment shifts

Convolution I~ Convolution II ~ Convolution 111~ Convolution IV Convolution I~ Convolution Il Convoelution Il Convolution IV

Position
NLFSR2

Position
NLFSRI

\

Time Time

Figure 3: NLFSR position needed to generaten.

If only two copies of NLFSR state are maintained, alignment shifts will double latency
because every convolution requirikgycles will also requir& alignment shifts. The authors in
[1, 15] addresghis issue by using an auxiliary register to store states that correspond to breaks in
the otherwise continuous lines in figuBe This approactadds significant area overhead by
adding an eighty bit register as well as multiplexorsind exclusiveor gate to switch values
between the auxiliary register and NLFSRewever this scheme reduces alignment shifts to
The k alignment shifts are incurred at the initialization step. After the initialization step, the
auxiliary register lolds the state needday the each NLFSR teliminate additional shifts.

Figure4 shows the proposed design in 15].

10



|—> 80bit NLFSR >

>
A
> 80 bit NLFSR =
3
H —
@
12 bit
accumulator | LI gopit auxiliary register

Figure 4: SQUASH architecture proposed in [].

2.5 Optimizing SQUASH for Squaring

Using successive convolutions to compute SQUASH is essentiallymn wise or
Comba method multiplicatiofl9] with a column width of a single bit. This reduces carry
propagation to a minimum and allows a twelve bit accumulator to suffice. Since squaring is the
underlying operation, it would be beneficial to optimize for squaring. For each bit computed by
Algorithm (1), k partial products are generated; howewaly half are unique. The multiplier
and multiplicando are identical; therefora * bj = g * b. Reducing partial product generation
can be achieved by computing all unique partial products and shiéegated partial products
by one.

Optimizing for squarindhas the potential to reduce the number of addition operations by
a factor of two; however, itannotbe directlyusedwith the architecture inlf 15]. After the

initialization step requirindt alignment shifts, the NLFSRs combined with theiliary register

11



generate the bits needed to compute each partial product in order. These shifts also align the
three state registers for the next convolution; thereforepyping like terms using this
architecture would reduce the number of additions per bit but proportionately increase the
number of shifts needed to align the NLFSRs

To optimize SQUASH for squaring recall that = m * 2%+ my, thenm? = my + m, mod
nwhenn = 2-1. When computing SQUASHsing successive convolutions, each bimgfr my
is computed together. This doest allow any optimization for squaring because shifting the
NLFSRs to the proper positions when movingtweenm, and m, negates the benefit of the
optimization. The NLFSRs only need to be aligned when computation switches bemnweand
Mp; as a result, @imizing for squaringrovides the most benefitmy, or mp is computecentirely
before computing thether and no benefit if computation alternates betwseandm, for each
bit of .

A more complex adder is required to take advantage of the underlying squaring
operation. The adder width can be less than the width tfe tradeoff is more alignment shifts.
We recommend an adder width of thittyo, which gives upto a twenty bit window before
overflow becomes a concern and the adder must be skiiftedingle bit precision) For the
most significant bits, overflow is not a concern and the adder lesigtluld shink as
computation approaches this pointhe addemust be able to operate on any bit position and

properly handle overflowFigures 5 and Gshow two adder designghich fit these criteria

12



Shift positions ~ Partial product

(from FSM)
i

‘ 32 6:1 Decoders ‘
X /, .
/
32 /
/
f bi
. |
32 ¢ bit Accumulator —
¢ I ]

Figure 5: A modified adder using decoders to shift the partibproduct.

Figure 5shows a suitable adder for single piecisionSQUASH. An individual adder
cell is shownwhichis a half adder with an additionat gate before thearry in. The decoders
shift the partial product to the appropriate column: eiffett varying the width of the adder
from one to thirtytwo bits. The control signals for the decoder are efficiently generated because
the FSM already contains a countlat corresponds to the current column in the squaring
operation. The adder is etath by combining the enable signal with the partial product with an
andgate. This is possible since an addition of zero does not change the stored value. The figure

does not show the shift connections between adder registers.

enable signals (from FSM)
2x2 MUL

32
//

A A
HA | eee | HA |[FA |FA | FA | HA

’ 32 shift reg with feedback

Figure 6: Adder width can be varied with individual register enable signals.

Full adders can be minimized for SQUASH with multiple bit miea as shown in figure

6. The partial products are aligned by shifting the registes &nd the adder width can be

13



adjusted with enable signal3his approach can be used for arbitrary precision. The architecture
for squaring optimized SQUASH is shown in figureand consists of two NLFSRs and the
adder. For single precisiorither adér can be usedVultiple bit precision requires the adder
from figure6. The adder complexity and FSM complexity is increased but the auxiliary register

and circuitry to switch state between the auxiliary register and NLFSRs is eliminated.

80 bit NLFSR 1 80 bit NLFSR 1
80 bit NLFSR 2 80 bit NLFSR 2
2 2
current round (from FSM
enable signals (from FSM) \ ( % )
2x2 MUL s
\J v
R | | 32 6:1 Decoders |
/] | |

HA | eee HA FA |FA | FA | HA )/

/32

— 32 bit shift reg with feedback y
32 bit Accumulator

Figure 7: Dual bit (left) and single bit (right) SQUASH with the two proposed adders.

The squaring optimized SQUASH uses the same column method to compute SQUASH
except partial products that are reoccurring are amdynputed once. The adder allows
reoccurringpartial products to be shiftddft. The optimized SQUASH rgras follows. First
both NLFSRs are seeded and run for 256 cytdexbfuscate the seed valublext both NLFSRs
run to the position corresponding the noareoccurringpartial product in the first guard bit; this
completes the initialization step. From this point &M cycles through all the partial products

in alternding order formy, until a chosen point is reachedhich is before risk of ow#ow

14



(recalln? = my + m, modn). The NLFSRs are adjusted fow and the same method is used to
compute the partial result of,, up until the risk of overflow point. At this step the adder is
shifted right as in Algorithm (1) until the Isb of the adér corresponds to the current column.
After the adder shiftcomputation ofm, resumes until the new risk of overflow poiat which

the NLFSRs are aligned agaand computation af, resumes. This cycle is repeated until the

entire result is computed.

2.6 Synthesis Results

Table 1 shows synthesis results for moptimized SQUASH as well as squaring
optimized SQUASH for single and dual bit precision. All designs are ttwaybit output with
sixteen guard bits. Synthesis and power simulation was dath Synopsys Design Vision. A
virtual standard cell library was used based on UMC 130 nm process which was obtained from
Faraday 20]. For area comparisons, we also synthesized @G@iwhich is one of the smallest
cryptographic primitives. The GraBO description was VHDL and was obtained from

OpenCoresdl]. All our descriptions were written in Verilog. The clock was set to 100 kHz.

As shown in tabldl, optimized SQUASH has a clear advantage over timeoptimized
design. The twelve bit accumator used in th@on-optimized design is small but does not allow
for squaring optimization. In addition, the added circuitry to reduce alignment shifts adds
significant area pushing the total area higher than the optimized design with the much larger
adder. The optimized design achieves nearly a 50 % reduction in latency; and the third entry, an

optimized design with dual bit precision achiews86 % reduction in latency and is smaller

15



than the single binonoptimized SQUASH. The power numbers atsoalower for the

optimized designs.

Our comparison focuses on thitiyo bit output SQUASH with sixteen guard bits which
uses an eighty bit NLFSR to generate but optimized SQUASH is preferable for all
configurations. In the noroptimized design, ereasing NLFSR width results in an increase in
area dedicated to tlaxiliary register and the supportirgrcuitry. This register and circuitry is
eliminated in the optimized design and the adder complexity remains unchanged. The optimized
design elimnatesapproximatelyhalf of the partial products; however alignment shiftsrease
when output length increases. The increase in latency due to extra alignment shifts is much less
than the decrease due to elimination of repeating partial products;essilg the optimized
design will outperform the neaptimized design in terms of latency, in additiorh&vinglower

area and power consumption.

Table 1: Synthesis results.

Design Area (GE) Cycles Dynamic Power Leakage Power
Non-Optimized
SQUASH 3169 62.8k 34.8nW 13.5nW
Optimized SQUASH 2646 31.8k 24.7 nW 11.0 nW
Dual-bit Optimized
SQUASH 2825 8.6k 23.6 "W 11.8 nW
Grain-80 1391 N/A 22.2 nW 5.6 nW
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CHAPTER 3

SQUEEZING SQUASH

3.1 Introduction

Squaring optimized SQUASH achiev a reduction in area but the duplicate NLFSR is
still costly. Reducing SQUASH to one NLFSR would be ideal since the second NLFSR adds no
additional state bits, only area overhead. Of course the reason two copies of state are used in
squaring optimized SQASH, and three in the original design, is due to NLFSR alignment shifts
dominating latency without the added copies. In order to reduce SQUASH down to a single
NLFSR, the NLFSR would need to produce both multiplicand and multipligre same cycle
for each partial product.

In [1], a concrete SQUASH proposal is discussed to address this issue; however, the
proposal glosses over some key points which add significant area overhead. We discuss this
proposal and introduce our own SQUASH variant which wé parmuted SQUASH
(PSQUASH). Our proposed variant achieves the smallest area while greatly reducing alignment

shifts.

3.2 SQUASH with a Single NLFSR
If only one NLFSR is useth the example designs from the last chapsesignificant
amount of time wuld be dedicated to sliding tidLFSR back and forth to obtain the correct
bits. In such a scheme, the designer would want to add additional registers in order to look at a

larger window of bits during each shifAnd, if the area-delay product is exarath it becomes
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clear that the most efficient architecture is another independent window (i.e. another NLFSR).
The additional NLFSR does not enhance security because it uses the same state. Its purpose is
simply to reduce alignment shift&igure8 illustrates this issue

NLFSR1

M= 102761275 1274 §-- Me02Me01Me00 - 2111 1M

My276- - - - M197
NLFSR2
M= M 576275 1274 - Me2!M601M g0 -+ M1

Mesg - - - - Msgg
Figure 8: The NLFSR only contains a window of the entire sequence.

Removing the additional NLFSR without increasing latency due to alignment shifts
significantly reduces the area and power consumption of S@JAAvoiding the penaltyof
alignment shifts with a single NLFSR requires that the NLFSR always contains the current
multiplicand and multiplier bits within the current stass well asthe next multiplicand and

multiplier bits contained in the next stater all states.

3.3 A Single NLFSRSQUASH Proposal

A single NLFSRSQUASH designs proposed in]] and shown in figur®. Adi Shamir
proposed this design fér= 128 which makes = 2'?®- 1. The NLFSR is seeded and run for
512 cycles to obfuscatbd seed; at which point the NLFSR stops, containing all bits sifice
mis now 128 bits long. The FSM then computes SQUABSHhe same manner as Algorithm
(1), but adjusted t& = 128and eight guard bitsAdi Shamir claims this design is smaller than

Grain128. The NLFSR is the ndmear portion of Grairl28 which like the Grai80 NLFSR
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is a sum moduldwo of a linear function and a quadratic bent functieith the following
feedback polynomiad(x):
g(X): 1+ X’:Z + X37 + X72 + X102+ X128+ X60X44 + X67X63+ X88X80 + XlO]X69

+ Xll].xllO+ X117X115+ X125X61

128bit NLFSR

8 bit accumulator

Figure 9: A single NLFSR design proposed in]].

There are several issues with this proposed design; the first of which is the limiisz cho
for the modulush. This design stores instead of generating it on the fiyhich works well
when fork = 128 but ask is increasedthe cost of storingn quickly grows to thousands of gates.
Using k = 128alsoviolates the assumption of a modulugh no known factors; therefore, the
formal proof of security is not applicable. If an attack is devised on SQUASH with a factorable
modulus, this design will not scale for a larger modulus. The second issue with this design is
that itis not as smallf[1] claims. The NLFSR is the biggest block in Grain and consumes half

the total area. Selectingeach bit from the NLFSR when computing SQUASHKithout
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additional alignment shiftsrequires two 128:1 multiplexors (as shown in fig@e These
structurs and the corresponding control circuitry add significant area overhead. When
combined with the counters and FSM complexity of SQUASH, this desldkelig to beroughly

the size of Graitl128.

3.4 Permuted SQUASH

Reducing squaring optimized SQUASH dotena single NLFSR can be achieved with a
static permutation on the NLFSR sequence output: resulting in any pair of multiplicand and
multiplier existing within the NLFSR state. As described above, SQUASH uses a NLFSR to
generate sequenceand computest mod n; likewise, permuted SQUASH generatasusing

the same NLFSR structure but then permuatésito m using a static permutation and computes

m’ modn.
SQUASH PSQUASH
Seed NLFSR with R . S Seed NLFSR with R , S
Generate m using NLFSR Generate m " using NLFSR
¢=m?*mod 21277 - ] m="P(m")
H(R . S) = ¢io47 _616)

Figure 10: PSQUASH adds a permutation to the flow.
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The added permutatiorods not undermine the security proof of SQUASH put forth in
[1] . SQUASH is based on the strength oftisRabino
i mportant to note that while Rabinds PCK is n
our cag NLFSR outputm); care must be taken when designing the sequence generator for
SQUASH. The authors inl}] show that SQUASH can be broken when a linear sequence
generator is used to generateln this case, we use teamenonlinear generator and perfara
linear permutation on the final output whicdmes not destroy nelinearity. This method of
generatingm (or in this casem’) does not make permuted SQUASH susceptible to the attack
described in17].

An efficient permutation for PSQUASHhas two requements; it must eliminate
alignment shiftsand it shouldconsume less area and powlean a duplicate NLFSR. Several
possible permutations were evaluat@the final choice eliminates alignment shifts after the
initialization step and uses a fraction dhe gates required by a duplicate NLFSRhis
permutation can be constructed for any valu&.ofThe permutation is based on the msb of
SQUASH output and is simply the column squaring ordering for the msb. Rifjsteows the
permutation which startswith the middle of tham, column and ends with the middle of
column. The resulting mapping has the multiplier and multiplicand bits in an order that is based
on the current round and is fairly efficiently multiplexed. Only one large multiplexor isedeed
and the control signals can be generated using circuitry with a fraction of the area cost of a

duplicate NLFSR.

NLFSR 0 1 2 3 é 646 | 647 | 648 | 649 | 650 | 651 é 1274 | 1275 | 1276

P(NLFSR | 324 | 323 | 325 | 322 | & 647 0 648 | 1276 | 649 | 1275 | é 961 | 963 | 962

Figure 11: An example permutation for k = 1277, 32 output bits, and 16 guard bits.
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Figurellis color coded to show how the msb of SQUASH output is used to build the
permutation This permutationis for the SQUASH parameters in Algorithm (1). eTgreen
portion corresponds to the partial productsmefor as in Algorithm (1) the partial products
computed bym, * m.y moa Kfor v =0, 1, ..., 647. The blue portiomorresponds to the partial
products ofm, or as in Algorithm (1) the partial prodsctomputed byn, * m.y mod for v = 648,

649, ..., 1276. This approach can be used to map any set of SQUASH parametersslmurtiyt
efficient when the NLFSR width does notcerd 2 * (guard + output bits).

The maximum distance for any two operand® * (guard +output bits); thereforethe
NLFSR length must not be less than the maximum distance to elinaiingiienent shifts With
our example parameters (32 output bits, 16 guard bits), 96 bits of NLFSR must be available in
order to avoid alignmenthgts. For the smallest SQUASH outpuhifty-two) with only eight
guard bits, areightybit NLFSR can be usedThis restriction means that some combinations of
NLFSR length and SQUASH output are not suitable for PSQUASH; however, PSQUASH is far
more flexble than the single NLFSR proposal ij pnd places no restrictions on the size of the
modulus. PSQUASH also requiresallermultiplexors than the single NLFSR proposal 1h [

Only one 80:1 and one 2:1 multiplexor is needed in PSQUASHhfdy-two bit output and

eight guard bit configuration; the proposal 1 fequires two 128:1 multiplexors.

PSQUASH is run by seeding the NLFSR and running for 128 cycles. This number is cut
in half from its SQUASH counterparbecause the NLFSR shifts two bits & time. An
additional twentyfour cycles are needed to move to the starting position for thaitste the
starting position corresponds to the starting position for the msb bit. The number of shifts in this
step is double the sum of output and guaitd. After these initialization steps, the NLFSR is

shifted once per partial product. Eaahiquepartial product is generated without repetition for
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each output bit: with the nemeoccurringterm from the next column generated in the current
column. This ordered generation of partial products without alignment shifts requires a simple
accumulatorand is optimized for squaring. This behavior &hievedby selecting the
multiplicand and multiplier using multiplexars The control signals are generatbg an
arithmetic relation with the counters values already required by SQUASH. Higstews the
design for thirtytwo output bits and sixteen guard bits. The NLFSR width and multiplexor

width can be reduced to eighty bits if only eight guard bitsiseel.

128 bit NLFSR

NLFSR[95:0] } NLFSR[O]

NLFSR[1]

y v

11 bit accumulator

Figure 122 A PSQUASH design.

3.5 Synthesis Results

We synthesized PSQUASH using two NLFSR sizeith the design flow described in

the last chapter. The smallest PSQUASH configuratidhidf/-two output bits anaightguard
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bits can use arighty bit NLFSR and was synthesized with 1624 GE. A 128 bit NLFSR was
used forthirty-two bit output withsixteenguard bits. Both designs are synthesized under 2k GE
which is a sizable improvement oviére nonpermuted SQUASH. PSQUASH also consumes
less power than the optimized SQUASH desigimsl reduces latency by eliminating more
alignment shifts. PSQUASH outperforms SQUASH in all categories. The only disadvantage of
PSQUASH is the restrictions onimmmum NLFSR size; however, unlike the SQUASH designs
which need multiple copies of state, PSQUASH adds state bits. A wider NLFSR increases the
security by increasing pfienage resistance. Even if the added state is unnecessary: PSQUASH

outperforms SQUARB.

Table 2: Synthesis results with PSQUASH added.

Design Area (GE) Cycles Dynamic Power Leakage Power
Non-Optimized
SQUASH 3169 62.8k 34.8 nW 13.5 nW
Optimized SQUASH 2646 31.8k 24.7 nW 11.0 nW
Dualbit Optimized
SQUASH 2825 8.6k 23.6 nW 11.8 nW
128 NLFSR
PSQUASH 1918 30.2k 17.3 nW 8.9 nW
80 NLFSR
PSQUASH 1624 25.1k 18.3 nW 7.7 nW
Grain80 1391 N/A 22.2 nW 5.6 nW
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CHAPTER4

SQUASH ON COMPUTATIONAL RFID

4.1 Introduction

Computation RFID (CRFID) refers to contactless smagitcawhich operate like
traditional finite state (FSM) machine driven RFID talgst use an embedded microprocessor
[22]. Electronic product tags and access cadsexamples of traditional tags; these tags
perform a set of tasks and are typically on acustilicon. The high nomnecurring engineering
cost (NRE) of these devices is absorbed by the incredibly large volumes. CRFID NRE costs can
be significantly lower because development is in software. In addition to lower NRE costs,
CRFID promise to proviel the flexibility of general purpose processing to RFID.

Using a microprocessor on a resource constrained deviget s new idea. In fact
smartcards have used microprocessors like the Intel 8051 for years. While contact smartcards
have used embeddedaroprocessors for years, contactless smartcards have been predominantly
FSM driven. We believe that embedded microprocessors will become more prevalent in RFID.
SQUASH benefits from these next generation CRFID tags because ALUs and memory address

many d the issues that emerge in a hardware SQUASH implementation.

42 The WISP
The Wirelessly Powered Platform for Sensing and Computation (WJ&H)is a
prototype platform for CRFID (shown in figurE3). The WISP discussed here is the first

generation mdel and is a MSP430F1232 microcontroller on a PCB board which adds circuitry
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that allows the device to harvest power and communicate like a typical UHF tag. The
MSPF1232 is aixteenbit microcontroller with 256 bytes of RAM and FLASH memory and 8k
bytesof ROM. There is no hardware multiplier, which would be desirable for SQUASH, but it

is still able to run SQUASH on harvested power.

Figure 13: First Generation WISP.

Power harvested from the UHF reader is insufficient to henmicrocontroller on the
WISP. To address this issue, the WISP performs computation in a duty cycle. The
microcontroller cycles between low power sleep mode and active mode, allowing charge to
gather on the capacitor when in sleep mode. Figlshowsthe voltage on the capacitor as the
WISP charges up and performs computation. The blue trace shows the voltage on the ,capacitor
which drops when the microcontroller switches to the active cycle (yellow trade).stored
charge is regulated to a targailtage of 3.3 V. The microcontroller operates as long as the

voltage on the capacitor does not drop below 3.3V during active cycle.
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Figure 14: WISP power cycle. Charge is gathered during sleep mode and discharged during
computation and communication.

4.3 SQUASH on the WISP

IAR Embedded Workbench2fl] was used for development and the source code was
written in C. The source code for communicating with the Alien UHF read@8rdnd cycle the
microcontroller through the duty cycle was provided by Intel Research Sellavith the
WISP. The microcontroller was programmed with a LFBr430UIF R7]. The RFID reader
was controlled using the One Wisp GUI which was developed by Intel Research Seattle.

We evaluated the potential for SQUASH on CRFID by programming the WISP to
compute athirty-two bit SQUASH output withsixteenguard bits and send thhirty-two bit
outputto the UHF reader. To reduce alignment shifts, two copies oéitjtey bit NLFSR
suggested in1] are stored in memory. As mentioned previously, since SQUASH uses a
Mersenne number for the modulus, the resulting hash is some chosen stibget gf(bottom
half) + b2[2k-1 . (top hal): whereb is thek bit sequence generated by the NLFSR. Each time
computation switches between the bottom and top half: the NLFSR position must be adjusted.

We compute the full bottom half before computing tbp half to minimize alignment shifts.
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Column squaring was used perform the squaring operation similar to the approach used in
hardware implementationThe general rule for choosing between column and row squaring is
the cost of memory access verswstcof carry propagation. We chostee column method
because we could not efficiently propagate carries in C, but from our results we will show that
row method squaring is the better choice for SQUA8Bpecially if carries can be handled

efficiently.
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Figure 15 WISP Power trace when computing and transmitting SQUASH packet. Blue trace is
voltage and yellow trace denotes computation. WISP distance from reader, from top left to bottom
right: 6", 12", 24", 30".

28



Multiplication and NLFSR shifts were performed in eight bit precision. The WISP does
not have a hardware multipiesnd mul t i pl i cati ons are 280o0mput ec
Computingthirty-two bit output SQUASH withsixteenguard bits requires 468 multiplicatign
and each multiplication requires both NLFSRs to shift for a total of 936 shifts. In addition to the
NLFSR shifts during multiplication, 70 shifts are needed to initialize the NLFSRs and 78 shifts
are needed to align the NLFSRs when computation swifcbesthe bottom to the top half. A

total of 468 multiplications and 1084 NLFSR shifts are needed to complete the algorithm.

Figure 16: WISP power traces for static ID. Blue trace is capacitor voltage and yellow trace is
computation of packet (static ID is nearly instant). Distance from reader from top left to bottom
right: 2', 3', 4, 5'
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